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Moxa Tech Note How to Use SNMPv3 to Get Modbus RTU Data
From the ioThinx 4510 Series

The ioThinx 4510 supports Modbus RTU Master for retrieving field site data from serial meters. After
collecting data, users can convert serial data to a variety of protocols, including Modbus TCP, SNMP,
MQTT, and RESTful, allowing users to get field site data in their protocol of choice.

In this tutorial, you will learn how to use SNMPv3 to read/write data from/to Modbus RTU devices (we
use a UPort device to demonstrate) via the ioThinx 4510.

Prepare the Following Items

e ioThinx 4510 device
e UPort device

e Mini DB9F-to-TB

Connect the ioThinx 4510’s Serial Port to the UPort

Wiring
Refer to the following diagram for instructions on how to wire the ioThinx 4510 to the Mini
DB9F-to-TB:
ioThinx 4510 Mini DB9F-
Serial Port to-TB
1 1
2 \“ 2
3 ‘H“‘x:\\\\ 3
4 AN 4
5 5
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From the ioThinx 4510 Series

UPort Configuration

The following screenshot shows how to change the UPort interface to RS-485 2W mode.

- Forts Configuration | Diver | Details

Basic Settings
Port Select Parameters (1 port(s) selected. 15t port is port 1)
Part 2 COMMNo. | COMS (current) =]
Port 3 r
Port 4

Friendly Name MO UPort COM

UARTFIFO  |Enable

FastFlush  |Erable

=)
Tx Mode |Hi-Performance j
=

Irterface
Reset default ‘ Yiew all settings ‘
Advance Settings
Save Restore | Clear |
Help | Locate |

[ 0K ” Cancel ]

For detailed information, see the user’s manual of the UPort you are using for this demo.

https://www.moxa.com/en/products/industrial-edge-connectivity/usb-to-serial-converters-usb
-hubs/usb-to-serial-converters/uport-1000-series#resources

https://www.moxa.com/en/products/industrial-edge-connectivity/usb-to-serial-converters-usb
-hubs/usb-to-serial-converters/uport-2210-2410-series#resources

Connect the ioThinx 4510 to the Modbus RTU Device

Introduction to Modbus Slave Simulator

Modbus slave is a slave simulator for simulating 32 slave device/address areas. See the following
web page for more information:

https://www.modbustools.com/modbus_slave.html

Install the Modbus Slave Simulator
Download the Modbus Slave Simulator from the following website, and then install the simulator:

https://www.modbustools.com/download.html
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Moxa Tech Note

Simulate a Modbus Device
1.

How to Use SNMPv3 to Get Modbus RTU Data
From the ioThinx 4510 Series

Open the Slave Definition dialog from Setup in the top menu. Configure the device settings

as follows:

Slave ID: 1
Function: 01 Coil Status

2% Modbus Slave - Mbslave1

Ded&s ™ = Slave Definjtion...

Eﬂ Mbslavel Use as Default

File Edit Connection Setup Display View Window Help

F8

ID=1:F=03
No connection

Slave Definition

Save ID: |1 |
Function: 01 Coi Status (0x) i Cancel

Address mode
®Dec (OHex

MName 00000

[0 e [~ o [ & [w N[~ o
o ocoooooo OI

-

[ Mbslave1

ID=1:F=03

Name| 00000
[ ]

ol

wlo|vlo|v|s|ww|=
1= - - -]

Address: |0 | PLC address = 00001
Quantity: __10

View

Rows

@10 ©20 Os0 O100 O Fito Quantty

[]Hide Mame Columns
[] Address in Cel

[1PLC Addresses (Base 1)

Error Smulation

[skp response [Jinsert CRC/LRC emror
- = (Mot when using

| 0 [ms] Response

[] Retum exception 06, Busy

Double click on the register value and modify the coil value as follows:
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3. Click Connection in the top menu to open the Connect dialog. Configure the Com port
settings as shown below, and then press OK to start the RTU slave server (in this tutorial we
use COM3 as the interface):

Baudrate: 9600 bps
Data Bits: 8
Parity: None
Stop Bits: 1
Flow Control: None

2% Modbus Slave - Mbslave1 = O *
Eile Edit Connection Setup Display View Window Help
DEed Cmne&. F3
mbsla s
D=1-F Auto Connect >
Noconn  QuickConnect  F5 Caonnection Setup x
' Name 00000
B ] ger
1| 0 Senal Port v
2| : Cancel
3| 0 Serial Setings
4| 1 MOXA UPort COM Port 1 (COM3) v
5 0
| Mad
6 9%00Baud  ~ o0
7] o @aTu (AscH
8| 1 & Data bits v
1 Flow Conirol
0 A el s
2 NoneParity ~| [J0sR [JcTs [JRTSToggle
1 RT | |
1 Stop Bit = [ms] RTS disable delay
TCP/IP Server
Connect Port 3: 9600-8-N-1

Enable the Modbus RTU Master Service on the ioThinx 4510

1. Log in to the ioThinx 4510
Step 1: Open your web browser and browse to the IP address of the device (default:
192.168.127.254).
Step 2: On the login page, type in the username/password (default: admin/moxa) to log in
to the Web Console.

Copyright © 2021 Moxa Inc. Page 5 of 15
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2. Click Security (item 1) in the left menu. Select Service Setting (item 2) at the top of the
page and then enable the Modbus/RTU Master (item 3) service.

MOX/\ ioThinx 4510 | Logout

Service Settings 0 User Sertings

Account Settings Access Control [9rt|!\ra|e:§emnqs

No. Service TCP/UDP Port

=] 1 Web Service via HTTP TCP 80
Web Service via HTTPS TP 443
MUST import the sell-signed certificate before enabling the web service via hilps, or the browsers may block the connection

a 3 RESTful APl via HTTP TCP 80
o a4 RESTful API via HTTPS TcP 443
[m} 5 SNMP Agent/Trap/Inform uoP 161
=] 6 Modbus/TCP Slave e TCP 502
%] 7 Modbus/RTU Master
m] 8 MQTT Client TCP
1= ] 10xpress/MCC Tool/MXIO TCP/UDP 10124/4800

Serial Port and Modbus RTU Master Service Setting on the
ioThinx 4510

1. Click Serial Port in the left menu and configure the serial interface as shown below:

Port 1

Mode: RS-485 2-Wire
Baudrate: 9600 bps
Data Bits: 8

Parity: None

Stop Bits: 1

Flow Control: None

MOXA ioThinx 4510 | Logout

Port Settings

Network Mode Baudrate
Module RS-485 2-Wire v 9600
Serial Port Parity ‘ Data Bits
NONE 2 8
nternal Register - b
Stop Bits Flow Control
1 & None

Copyright © 2021 Moxa Inc. Page 6 of 15




Moxa Tech Note How to Use SNMPv3 to Get Modbus RTU Data
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2. Select ModbusRTUDev_1 (item 1), Enable Device (item 2), and set the Device ID (item
3) to 1.

Service Enabled Note: enable/disable this service through  Security Service Settings

ModbusRTUDev_1 - o

B4 Enable Device o e

Device Name Device ID
ModbusRTUDev_1 1

Advanced

Delay between Polls (Unit: 100ms)

10

Polling Timeout (Unit: 100ms) Polling Retries

10 3 =

3. Set up the Modbus RTU parameters to poll the data from the RTU devices.

Point Type: 01 Coil Status (R/W)
Start Address: 0

Length: 10

IR Type: BOOL

IR Start Index: 0

Profile Setting - Profile-00

Profile Name Point Type

Profile-00 01: Coil Status (R/W) t
Start Address Length

0 10

Scan Rate (Unit: 100ms)

10
IR type IR Start Index
= .
BOOL "i 0 \:

Swapped Value

Exception Code Setting - WORD IR Index

DELETE this Profile
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4. Click Save & Restart (item 1) in the top right corner of the page and then click Save and
Restart (item 2) in the center of the page.

MOX/\ ioThinx 4510 i | Logout

Configuration has been modified.

ant 10 save current setting t

The ioThinx 4510 will now poll the data from Modbus RTU devices and save the data to the
internal register (IR). You can use either Modbus TCP, MQTT, RESTful API, or SNMP to get the
data.

Using SNMP via the iReasoning MIB Browser

Introduction to the iReasoning MIB Browser
The iReasoning MIB browser is a tool for managing SNMP-enabled network devices and

applications. It allows users to load MIBs, issue SNMP requests, and receive traps.

Refer to the following web page for detailed information about the iReasoning MIB Browser:
http://ireasoning.com/mibbrowser.shtml

Note: You will need to download the Professional or Enterprise Edition to use SNMPv3.

Enable SNMP Service on the ioThinx 4510
1. Login to the ioThinx 4510

Step 1: Open your web browser and browse to the IP Address (default: 192.168.127.254).
Step2: On the login page, type in the username/password (default: admin/moxa) to log in
to the Web Console.

Copyright © 2021 Moxa Inc. Page 8 of 15
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2. Click Security (item 1) in the left menu. Select Service Setting (item 2) at the top of the
page and then enable the SNMP Agent/Trap/Inform (item 3) service.

MOX/\ ioThinx 4510 2 | Logout

User Settings Account Settings Access Control Cenificate Settings
TCP/UDP
=] 1 Web Service via HTTP TCcP 80

Web Service via HTTPS

2 MUST import the self-signed rpnmmwwm-«mﬁmmna web service via hitps, of the browsers may block the connection g sz
3 RESTful API via HTTP TCP 80
4 RESTful API via HTTPS TCP 443
o I [= R SNMP Agent/Trap/Inform upP 161
o s Modbus/TCP Slave TcP 502
o 7 Modbus/RTU Master
8 MQTT Client TcP
9 10xpress/MCC Tool/MXIO TCP/UDP 10124/4800

SNMP Settings on the ioThinx 4510
1. Modify the community settings:

Click Protocol (item 1) in the left menu, and select SNMP (item 2) from the extended menu.
Set Version (item 3) to v3 Only.

MOX/\ ioThinx 4510 | Logout
Dashboard SNMP Trap/Inform Event Settings

SNMP Settings

Service Enabled Note: enable/disable this service through Security Service Seltings

| Version v3 Only v | e

Contact

Location

SNMPv1, SNMPv2c Settings
Modbus
a Read Community moxapublic

Write Community moxaprivate

Copyright © 2021 Moxa Inc. Page 9 of 15
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2. Type the SNMP parameters shown below in the SNMPv3 Setting — Read/Write panel.
Username: moxav3rw
Authentication Protocol: SHA-256
Authentication Password: Moxav3rw!
Privacy Protocol: CBC-DES
Privacy Password: Moxav3rw!

SNMPv3 Settings — Read/Write

Username moxavarw

Authentication Protocol SHA-256 ~
Authentication Password ssessssse

Privacy Protocol CBC-DES &
Privacy Password sssssssse

3. Click Save & Restart (item 1) in the top right of the page and then click Save and Restart
(item 2) in the center of the page.

MOX/\ ioThinx 4510

ik | Logout

Configuration has been modified.

Do you want to save current setting to device?

o

Load the MIB File into the iReasoning MIB Browser
1. Download the appropriate version of the ioThinx 4510 MIB firmware from the product page.

https://www.moxa.com/en/products/industrial-edge-connectivity/controllers-and-ios/adva
nced-controllers-and-i-os/iothinx-4510-series#resources

NAME TYPE VERSION v OPERATING SYSTEM RELEASE DATE v

MIB file for ioThinx 4510 Series Iil Software Package ~ v1.2.0 - Oct 31, 2019
403 KB Release notes

Copyright © 2021 Moxa Inc. Page 10 of 15
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2. Select File > Load MIBs, and then choose the downloaded ioThinx 4510 MIB file.

& iReasoning MIB Browser

File | Edit Operations Tools Bockmarks Help

Load Migs Crl+L Advanced... | OID:
UnLoad MiBs

MIB Modules

Open Session \t.mib-2

Sawve Session

Exit

3. Expand the MIB Tree in the SNMP MIBs box. If the file was loaded successfully, you will see
the ioThinx 4510 private MIB tree.
(Note: This is the only way to verify that the iReasoning MIB Browser was loaded
successfully.)

& iReasoning MIB Browser

File Edit Operations Tools Bockmarks Help

Address: < Advanced... |OID:

SNMP MIBs

& MIB Tree

150.0rg.dod. internet
i mgmt
private
enlerorise
MOX:
dataAcquisiionAndControl
10 Thinx4310
b systemInfo
i 5p
- ) fp
H- ) di
t do
i relay
+ a
a0
H o nd
e
+ u
H- | avent
W event Trigger Type

Get and Send Data from iReasoning

Establish a Connection to the ioThinx 4510

1. Enter the IP address of the ioThinx 4510 in the Address field and then click the Advanced
button.

@ iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: | 192, 168,127,254 Ad\sa‘r%ed.... |0]D: 1.36.1.4,1.8601.10.4510.4 1.4
A

SNMF MIBs Viore properties of current SNMP agent

Copyright © 2021 Moxa Inc. Page 11 of 15
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How to Use SNMPv3 to Get Modbus RTU Data

From the ioThinx 4510 Series

2. Change the SNMP Version to 3. Fill in the required parameter as shown below, and then click
OK to finish the configuration of the SNMP agent.

USM User: moxav3rw

Security Level: auth, priv
Auth Algorithm: SHA-256
Auth Password: Moxav3rw!

Privacy Algorithm: DES

Privacy Algorithm Moxav3rw!

Privacy Password

% Advanced Properties of SNMP Agent *
Address |192,168.127.243
Port 161
Read Community
Write Community
k:JMP Version | 3 e
5 ]
USM User [moxaw3rw
Security Level |auth, priv o
Auth Algorithm | SHA256 ~
Auth Password | FFFsss===
Privacy Algorithm |DES ~

Context Name
Engine ID
Localized Auth Key

Localized Priv Key

0x800021F3030090E8 76 2E 4C

Cancel

Copyright © 2021 Moxa Inc.
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Get Data from the ioThinx 4510
1. Find the birTable in the MIB Tree and then click it. The OID will show up in the OID field.

& iReasoning MIB Browser — O * ‘
File Edit Operations Tools Bookmarks Help
Address: | 192,168, 127,254 ¢ Advanced... IO]D: .1.3.6.1.4,1.8691.10.4510.41.1 v IOpeialious: Table View ~ & Go
SNMF MIBs Result Table |
% MIB Tree T I
Ao Name/OID Value I O S
t mgmt
private #
anterprises
MOKA D
dataequisitionfndControl O
10Thinxd310 '
' systemlnfo
A ul
+ fp 2
t di =
| do
' ralay
B ai
o
f d
I [
: Inl-uTabIn'
+ [ wir Table
+ [ dirTable
+ [ firTable

| avent
W ovent Trigger Type

Name | birTable

] 136.14.18601.10451041.1

MIE MOXA-IOTHINX4510-MIB

Syntax | SEQUENCE OF EIREntry

Access :mh-a:cmbk

Status |curment

DefVal |

Indexes | burTrdese |
BOOL IR - toble w

.is0.0rg.dod.internet. private enterprises. moxa.data Acquisittion AndControl.io Thinx4310.ir. bir Table

2. Change the Operation to Table View and then click the Go button. The MIB Browser will
generate the birTable and the data from the Modbus RTU devices will be displayed.

O: . 1.36.1.4.1.8691.10.4510.41.1 COperations: Table View w | & Go
Fesult Table 192.168.127 254 - bixTable =

@Roms %] Refresh aExpon Poll SNMF SET reats R Deleta Rov
bur [ndex |bu]'-|ame |bu'|;_,]ue |Ir.-ie:< Valne |
0 [WeatherStatio... |1 o | N

[WeatherStatio...

‘WeatherStato. ..

™~
w e

[WaatharStatio...
WeatherSlatio. ..
[WestherStatio...
:Weah‘nerSuuo. h
‘WeatherStatio. ..
lWeal.‘mSmuo. "
:Weamﬁmho. %

METE T I oh [ h| &= | ] B
N
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Send Data to the ioThinx 4510
1. Choose the value you want to modify and then click the SNMP SET button.

OFRotste [P Refrsh  E)Ewport  Poll  SNMPET
L & *: 1

birlndex |I’”Na""Q |b"va]“9 | Index Value [Perform SNMP SET for selected table cells. Hold CTRL key to select mutliple cells.]
0 WeatherStatio... |1 [0

l isatherstato... SN - 1

2 WeatherStatio... (1 [3]2

3 WeatherStatio. ., 141 2

4 WeatherStatio... |1 [5] 4

5 (WeatherStatio. . _[.;'.] 5

] :WeaﬂlerSuuo... 11 I[716

T _Waamersmo... _0 817

3 WeatherStatio... |1 [5] &

4 (WeatherStatio... 0

TR

2. Maodify the value in the SNMP SET dialog then click OK to send the data.

& SMMP SET x

WVaniable Bind 1 (birValue. 1) :
OID |.1.36.1.4.1,8601,10,4510.41.1.1.3.1

Data Type  Integer w
Value |1

Wariable Bind 2 (birValue 3) :
D .1.36.1.4.1.8691.10.4510.41.1.1.3.3
Data Type  Integer ¥

Value |1

Wanable Bind 3 (birValue 5) :
OID |.1.36.1.4.1.8691.10.4510.41.1.1.3.5

Data Type  Integer W
Value 1

| OF\ Cancel
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3. Check the Modbus Slave Simulator. If the value has been successfully written to the Modbus
RTU devices, the value will appear in the table.

-

Mbslave1.mbs =R e %"
ID=1:F =01
L Mame 00000
0 1
l 1
2 1
3 1
i 1
i5| 1
6 1
_? 0
8 [ 1
El 0
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